Basic Personal Safety on the Internet
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While most of the websites you’re likely to visit on the Internet are safe, much like the ‘real world’ there are unfortunately an increasing number of people that will try and take advantage of you (and your information).

Luckily for us, there are a number of basic rules we can follow to reduce their chances of success. Here some examples and the golden rules you should ALWAYS follow: -
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Chat rooms and Instant Messaging programs 
1) NEVER give out your name, address or phone number – These programs are relatively easy to monitor with the right amount of time and software. There are also a number of viruses or spyware programs track this sort of information too. The other reason, is that you can’t always be certain that you’re speaking to someone you know, even if the message seems to come from someone that you know very well. You can’t always be sure that your friend hasn’t got a virus/spyware program on their machine, and therefore you can’t be sure that their account information isn’t in the hands of someone you don’t know. If someone does have your friends account information, it’s very easy for them to ‘pretend’ that they’re your friend. E.g. you get a message from a friend that says “Hi it’s me. I need to make sure my contacts are up-to-date, can you give me you address etc so I can make sure everything’s current?”.
Hard to tell if that’s your friend isn’t it? Most people would just give their friend the information. I’m not saying don’t, but you might want to double-check. If you saw them recently, maybe ask them about it. Try and get them to prove who they are before you hand over ANY personal information. Alternatively, reply and say you call them to give them the information. This is probably the best practice as it’s the best way to ensure that the information is going to the right person.
2) As above, NEVER give out bank or any other kind of financial information to anyone EVER. Your bank will usually call you, and they will usually ask for date of birth or some other kind of information. They’ll never need to know ANY of your passwords for online banking, just the account number and the usual security information.

3) Unless you know the person you speaking to very well and have met them before, they NEVER need to know where you are and what you’re doing. This is especially important to teach you children if you have them. Innocently a child can explain to someone more than enough information to make abduction very easy. E.g. A recent survey discovered that most children that use IM and chat rooms have already given strangers the following information, what school they attend, what after school activities they do, whether or not they have to walk home, what they look like (hair color, build etc), what they like wearing and favourite places to hang out or meet their friends.  Scary eh? Make sure your children understand that if someone tries to get them to give information (be it asking directly or indirectly), they should do the following: 

a. make a note of what website they’re on / what messaging program they’re using

b. what that persons internet name is

c. what date/time it is
d. Tell this person that the don’t think they should talk to them anymore

Personally, I would make a list and each month send it to the local police department, and keep a copy for yourself. This will help should the unthinkable happen and your child go missing. The Police are unlikely to reply, but at least they’ll have evidence and should there be some kind of US based record of these activities, they’ll be entered and you’ll be helping others too.
[image: image1.wmf]REMEMBER, it’s important that your child understands that talking to strangers is bad, be it down a dark alley or on a Yahoo chat page. Unfortunately dark alleys are probably safer because your child stands a good chance of being able to describe what the person looks like, that’s a luxury you don’t have with the Internet.
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Emails (Personal and Work)

1. Personal emails aren’t as safe as the emails in the office, much like chat rooms and IM there is a chance that someone might be able to access your account or have copies of all your emails sent to their email address without you knowing. For this reason, try not to send any personal information unless you ‘really’ have too.

Websites that have a golden padlock in the bottom right-hand corner of your website browser are the safest sites to send this information on. E.g.
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Without this little icon, your information stands a much higher chance of being copied or saved somewhere unsafe. This isn’t to say that this will happen on all sites without this golden padlock, but its better to be safe than sorry.
2. Work email systems are usually much safer as they have to protect company information; however, there is a different kind of risk when using company email systems. EVERY email you send is recorded on a company machine somewhere. This is fine if you don’t send anything that breaks company policy, but most of us do without realising it. 
Some companies make a point of including small paragraphs in your employment contract that state you should not use company information systems for personal needs, for security reasons. This means that if you do, they actually have grounds to fire you. Drug and adult content found on your machine is usually a reason to walk you out of the building the very same day that the content is found. Be aware, the ‘everyone does it’ excuse won’t help you in these situations. Not to mention that you usually won’t have the time or the means to make copies of all your contacts, and emails before you loose your job. Receiving this kind of questionable content is defendable, sending it on isn’t.
3. Smilie software is usually bad in some way. I’ve yet to have a good review from a fellow geek, so try and stay away. Yeah the look good, yeah they make emails more fun, but importantly… yeah, most record all of your emails or important keywords. This isn’t good. They also usually tend to give hackers a quick route into a company network too. This is why most IT guys go crazy when they notice you have it installed.

REMEMBER, think about the content of you’re about to send, and who you’re sending it too. There is a very good chance you job might depend on it, and just because they haven’t chastised you so far doesn’t mean that they won’t. You also can’t sure that office politics won’t come back to bite you one day, some people tend to keep all their emails. Think about all the emails you’ve sent in your work place, then think of all the people you know or work along side that don’t have many scruples. It all adds up to a threat you can avoid. 
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Websites

For the most part you don’t have to worry about websites being intrusive; however, there are a few exceptions. Some sites have pop-ups/pop-unders and some spyware software. To get rid of most of these issues, I’ve found that Yahoo’s Companion to be very good. And there new Beta version (industry term for ‘not finished’) is the first to cut down on spyware too. I’ve used the Beta version without any problems, but I would imagine that it will be in the standard Companion download by the end of June/July 2004.

Try it! http://companion.yahoo.com/
As with personal emails, websites that have a golden padlock in the bottom right-hand corner of your website browser are the safest sites to use. E.g.
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Not many websites will have this, but those that do are a little safer than those that don’t. Again, try not to input any personal information on sites that do have this golden padlock.

Every now and then you’ll get some kind of pop-up that asks you to click ‘Yes’ for some kind of security reason when you visit their website. E.g. 
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If you’re visiting a well known site, you usually don’t have to worry about these. However, if you’re going to a site that offers free downloads of music, movies, ringtones, jokes, adult content or any kind of free ‘to good to be true’ products, beware! These are usually suspect. If you have software that protects against spyware (i.e. the Yahoo Companion or Ad-Aware), you can select ‘Yes’, but run the spyware detection software afterwards to make sure you haven’t got software that is going to steal information from you. If you don’t have these products, select ‘No’ and see if you need it to use the site. Sometimes you might not have a choice, but this is where you have to decide if what you’re downloading is worth the risk.
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Phone calls

Phone calls?! Yep, believe it or not, phone calls have a lot to do with personal security on the Internet. Most hardcore hacking of government and company systems starts with a simple phone call. Here are a few things that you should aware of: -
1. If someone calls you at work and says that they’re from IT and they need your password to check your account, don’t give it to them.  You NEVER need to give an IT guy your account password. If they really wanted to, IT could read your CEO’s emails without them ever knowing. For that reason, there is no reason for them to ask you what you account password is.
2. Someone calls from your bank, and wants your online account details because they’ve had system problems. Same deal, they’ll have a back up of the information on their systems and will be able to recover all of the information pretty quickly. 
REMEMBER, never give this information over the phone to someone you don’t know personally (and even then it’s risky). Hackers hate having to guess at passwords or using programs to crunch them, it all takes way too much time away from watching episodes of Xena. Why bother with all the effort, when all you need to do is grab a phone number from someone who isn’t prepared and pretend to be an IT guy checking the system.
Summary

This isn’t meant to scare people or point out the blindingly obvious; it’s just a reminder that as technology evolves the playing area changes. Once upon a time it was safe to leave the door to your house open, now it’s not. The same applies to your computer and your personal information. Once upon a time personal data was safe, no one could use it and no one cared what you put in emails. Now, there are people which can find a use for all this information.
Your data and personal information should be a safe as your house, protect it or risk someone using it.
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